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Executive
Summary
Internal audit’s importance and influence is more
important than ever as two years of COVID-19
accelerate business change at an unprecedented pace.
Where many companies previously may have rejected
the option of remote workplaces, distributed working
has become a staple. While some organizations and
professions had historically maintained traditional
manual processes with little urgency to digitize, the need
to change business systems, processes, cultures and
workflows has never been more vital — and now make
adopting a digital transformation strategy essential.
Dramatic changes spurred by COVID-19 in how today’s
work is performed have forced the need for new
business models, many of which will be permanent.
The large-scale shift to remote and online work also
means there is much more security risk.
Cyberattacks and online fraud incidents have
never been more prevalent.
The CaseWare 2022 State of Internal Audit Trends Report
examines how internal auditors are helping to manage
business change, assesses their primary challenges,
considers how technology is helping them do their jobs,
and delves deep into how they might continue battling
fraud risk for their organizations.
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Highlights
At A Glance
Top Challenges: “Moving from manual process”
and “adopting new audit technology” were
identified as the most often cited challenges
for auditors.
The Pandemic Effect: It has spurred an increase
in fraud risk and has driven most organizations
to increase their investment in technology.
Fraud Preparedness: Many organizations still
seem unprepared to manage fraud risks,
but there is an urgency to develop a suitable
fraud prevention and response plan.
The Internal Auditor’s Role: Although auditors
appear to have a big part to play in fraud risk
management, their involvement could still be
much higher.
Proving Their Value: While “trust and
credibility” is not identified as a major issue for
most internal auditors, “proving and articulating
value” is.
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About the Survey
From September to November, 2021, CaseWare surveyed a total of 3,926 business professionals with
internal audit responsibilities from around the world, with 57 percent of respondents based in the United States.
Data analysis included the segmenting of responses and represented three businesses sizes:
SMALL BUSINESS with 20 and under employees (about 25 percent of respondents)
MEDIUM BUSINESS with 21 to 100 employees (about 42 percent of respondents)
LARGE BUSINESS with more than 100 employees (about 33 percent of respondents)

The survey also considered the actual size of internal audit teams:

32.4%

31.3%

17.4%

11 to 25 employees

5 to 10 employees

Less than 5 employees

12.5%

6.3%

26 to 50 employees

More than 50 employees
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Top Challenges for Internal Auditors
Moving Away from Manual Processes
“Moving from manual processes toward
more efficient workflows” (31 percent)
and “adopting new audit technology”
(27 percent) rank by far as the top two
challenges identified by auditors from
all business sizes during the past
two years. The result suggests that
there is a transition toward digital
technology adoption to replace manual
processes and it has become a priority
for many.

“Adjusting to remote work” — perhaps
not surprisingly, given the onset of
COVID-19 during these past two years
— is a top challenge for approximately
16 percent of respondents overall,
including nearly 20 percent from
large businesses. Approximately 15
percent overall and more than 16
percent of medium businesses cite “lack
of training and skills” as their
top challenge.

A CaseWare survey from 2019
revealed 62 percent identified moving
from manual to data-driven audit as a
primary concern. A 2020 CaseWare
survey asked a similar question
regarding the greatest internal
audit challenges, revealing the move
away from manual processes
identified by 30 percent while
“adopting new audit technology” was
identified by 37 percent of respondents.
Results suggest much progress has
been made since 2020, but digital
transformation would appear to remain
an ongoing top challenge for many.

“Establishing/improving our internal
audit department’s reputation,
trust and credibility” doesn’t appear to
be a major issue for most respondents
and was only identified as a top
priority by less than six percent overall.
Compare this result to 18 percent
of internal auditors who in the
2020 survey said “establishing/
improving reputation, trust and
credibility” was a top challenge, and a
year later it seems significant work has
been done and improvement made.
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Top Challenges for Internal Auditors
Moving Away from Manual Processes (Continued)

Q: What has been your top overall challenge in the past two years?
More than 10 percent of
large-business respondents,
less than four percent from
medium businesses and less
than two percent from small
businesses say establishing/
improving the audit department’s
reputation, trust and credibility is
a primary concern.
“Deriving insights from large
volumes of data” was selected
by less than seven percent of
respondents overall.
However, it does beg the
question: How are auditors
analyzing data, particularly if
many still use manual processes?
A closer examination of data
by business size reveals nearly
10 percent of those from large
businesses, less than six percent
from medium businesses and
less than four percent from small
businesses say deriving insights
from large volumes of data is a
primary challenge.

Moving from manual processes
toward more efficient workflows

31.1%
26.6%

Adopting new audit technology

15.5%

Adjusting to remote work

14.5%

Lack of training and skills shortage
Deriving insights from
large volumes of data

6.6%

Establishing/improving our Internal
Audit department’s reputation,
trust and credibility

5.5%
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Top Challenges for Internal Auditors

(Continued)

Pressures From the Inside

Overwhelmingly, “proving and articulating value” is cited by the vast
majority of overall respondents (almost 44 percent) as the biggest
internal pressure they face. Drilling deeper into respondents by
business size, nearly 46 percent of those from small and medium
businesses and approximately 38 percent from large businesses say
proving and articulating value is their biggest pressure.
A report by the Institute of Internal Auditors of North America in 2020
encouraged auditors to seek greater status as trusted advisors and
value-drivers within their functions. “This approach can help internal
audit functions clarify what the added value of internal audit should
look like, how chief audit executives (CAEs) and key stakeholders can
measure the success of the function, and how internal auditors and
CAEs can communicate that added value to stakeholders,” they say.
The issue here may also be one of tools and technologies.

If most internal auditors don’t have the right technology and still rely on
manual processes, perhaps it’s inhibiting the value and greater efficiency
they might further deliver. Other responses to this question seem to
validate such an assertion.
Approximately 27 percent overall say “having to do more with less time
and resources” is their biggest pressure, while 24 percent are challenged
to “meet audit deadlines.”
The pressure of doing more with less is particularly
acute with those from large businesses,
with 32 percent citing it as their greatest pressure versus 20 percent of
those from small businesses saying likewise.
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Top Challenges for Internal Auditors
Pressures From the Inside (Continued)
These challenges suggest a number
of possible considerations, including a
need for more resources and/or better
tools to help internal auditors be
more productive and efficient.
Because auditors continue to rely on
manual processes, one conclusion
here may be that this consideration
and weak technology adoption are
putting more pressure and work on the
shoulders of auditors, and hindering
their ability. Likewise, hiring and
retaining internal audit staff may be
a problem. As one respondent wrote:
“As a state government agency,
our salary, raise and benefits
structure is non-competitive with
the local market, so we are struggling
to retain our highly trained senior staff.
It’s an even bigger struggle to recruit
and hire new staff to backfill
vacant positions. And, of course,
the new staff is far less experienced
and trained than the prior staff.”

Q: What is the biggest pressure you face internally?

Proving and articulating
Internal Audit’s value

43.6%

Having to do more with
less time and resources

27.1%

24.3%

Meeting audit deadlines

4.9%

Reporting process
and quality
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Top Challenges for Internal Auditors
Turning to Technology
It’s clear that the COVID-19 pandemic has
spurred many to increase their investment
in technology. Survey respondents cited investing
in solutions that allow workers to be remote as
being among their investments. Most said they
are maintaining the same technology investment
due to the pandemic — a total of 45 percent.
However, more than 46 percent of respondents
in large businesses say they are increasing their
investment in technology, versus 39 percent of
those in medium businesses.
A total of 12 percent overall say they have
decreased their technology investment, with
some citing pressure on revenues from other
income streams that has forced them to relegate
technology investment as a lower priority.
Medium businesses more often said they had
decreased their investment (14 percent) versus 10
percent of small businesses.

Q: To what degree has the pandemic affected your investment in technology?
We have invested the same
amount as before the pandemic
We have decreased our
technology investment

12.3%

42.5%

45.1%

It has caused us to invest
more in technology
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The Fight Against Fraud
Fraud Preparedness

More than half of survey respondents (51 percent) say their organizations
are “fairly well” prepared to prevent instances of fraud from occurring, while
36 percent say they are “very well” prepared. The result might be considered
reassuring and probably a result that might be expected.

Focusing more on operational measures than compliance and
fighting fraud

There is certainly reason to be concerned about increased fraud as COVID
creates logistical and operational challenges, moves more commerce online
and poses greater challenges for many businesses. According to Deloitte,
the pandemic has created many back doors to fraud by causing many
companies to shift resources and potentially create vulnerabilities.
They cite, for example:

Ongoing investigations that were halted due to lack of resources
and focus

Temporary staff transfers into operations that may leave prevention
functions understaffed

Somewhat disconcerting is the fact that 12 percent of respondents say
they are “not adequately prepared” or simply “not sure.” Digging deeper into
these results shows that 14 percent of small and large businesses say they
are not adequately prepared or don’t know.

Q: How well-prepared is your organization to prevent instances of fraud from occurring?

1.6%

51.4%

36.3%

10.5%

Fairly well-prepared

Very well-prepared

Not
adequately
prepared

Not sure
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The Fight Against Fraud

(Continued)

The Pandemic and Increased Fraud Threats
More than 70 percent say that the global pandemic has caused an increase
in fraud threats in their organizations. Only 22 percent say the level of
fraud has remained about the same. Responses to this question are similar
with little variation across business sizes.

Q: Do you feel the global pandemic has caused an increase
in fraud threats in your organization?

45.3%

The reason behind fraud increase may be partially due to an en masse
move to remote work. In a follow-up question, respondents were asked:
Has remote working made it more difficult to prevent fraud within your
organization? Overall, 43 percent say “yes” while another 46 percent say
“somewhat,” suggesting a strong correlation between increased fraud
threats and remote working. The majority of respondents who said “yes”
to this question were from medium-sized businesses (46 percent) versus
37 percent of respondents in large businesses who responded similarly.

Q: Has remote working made it more difficult to prevent
fraud within your organization?

Yes, we have seen a modest increase

46.4%

25.7%
Yes, we have seen a big increase

Somewhat

21.7%
The level has remained the
same as pre-pandemic levels

42.6%
Yes

4.1%
No, we have seen a decrease

3.0%
Not sure

8.4%
No

2.4%
Not applicable
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The Fight
Against Fraud

(Continued)

The Pandemic and
Increased Fraud Threats

Anecdotal comments gathered in response to the question suggest there
is a relationship between fraud threats and remote working:
“Most transactions are now approved online and we do not have the
ideal technology/software to detect fraud as it happens. Opportunities
for fraud have increased.”
“Remote working is (making it) increasingly difficult to prevent fraud
within an organization.”
“Telecommuting makes it harder to prevent multiple forms of fraud.”
If fraud continues to rise — particularly online threats — it might be
reasonable to presume that fraud prevention, particularly that which is
connected to remote working, will become an area of greater investment
focus. As fraud threats and incidents increase, there will need to be
appropriate systems and processes in place to effectively mitigate and
minimize the risks and impact.
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The Fight
Against Fraud

Q: What type of fraud concerns you the most?

(Continued)

Greatest Fraud Concerns

“Theft of assets (including cash, inventory, services and intellectual
property)” was cited by 32 percent of respondents as their greatest
fraud concern. More internal auditors from small businesses (38 percent)
say this type of fraud concerns them the most, versus 30 percent from
medium and large businesses.
“Credit card abuse” at 20 percent and “falsifying expense reports”
at 18 percent fall next in line as primary fraud concerns.
Approximately nine percent of respondents from large businesses
say “falsifying or manipulating financial statements” is their primary
concern, versus only four percent from small businesses who say
likewise.
“Theft of assets” and the increase in remote working might also suggest
a significant amount of online theft is happening. “Credit card abuse”
and “falsified expense reports” may be ongoing issues that all companies
face to some degree and represent long-standing problems.

32.2%

Theft of assets (including cash, inventory, services,
intellectual property)

20.1%

Credit card abuse

18.4%

Falsified expense reports

18.2%

Collusion with a third-party vendor or service provider

6.5%

Falsifying or manipulating financial statements

3.0%

Bribery

3.0%

Other (please specify)
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The Fight Against Fraud

(Continued)

Putting a Prevention Plan in Place
Surprisingly, 31 percent of internal
auditors say their companies are
developing a suitable fraud prevention
and response plan, while another four
percent say there is no plan at all
in place. This effectively means 35 percent
of organizations currently do not have a
suitable fraud prevention and response
plan — an alarming result in view of an
earlier survey question which shows fraud
and threats of fraud are increasing.
Overall, 64 percent of respondents say
they have a suitable fraud prevention
and response plan in place. Drilling more
deeply into the data shows significantly
higher confidence among those who say
they use analytics software to mitigate
fraud risk. A total of 79 percent of this
group say they believe they have a suitable
fraud prevention and response plan.

Q: Does your organization have a suitable fraud prevention and response
plan in place?
4.3%
No

31.2%

We are developing one

64.3%
Yes
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The Internal Auditor and
Fraud Prevention

Internal Auditor’s Role in Managing Risk

CaseWare’s survey results show internal auditors have a significant role in fraud risk management,
with 96 percent overall saying they are involved in fraud risk management for their organizations.
More than 50 percent say they are “very involved” in the effort, while 46 percent say they are
“somewhat involved.”
Those who say they use analytics software to mitigate fraud risk are more apt to be “very involved”
in fraud risk management — 65 percent of these respondents versus 50 percent overall.

Q: How involved are internal auditors in your firm’s fraud risk
management effort?

3.9%
Not involved at all

45.7%

50.3%
Very involved

Somewhat involved
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The Internal Auditor and
Fraud Prevention
(Continued)

Influence on the Rise

Deloitte’s The Changing Role of Internal Audit report observes that everincreasing regulations and expansion of organizations across the globe into
new markets exposes them to greater regulatory and compliance risks.
Fraud has many negative impacts on financial and reputational aspects,
and Deloitte concludes that “it is important for the organizations to have a
strong fraud prevention program.”
So it makes sense to see that the influence of internal auditors in setting
fraud prevention strategies is on the rise. Overall, approximately 67 percent
of respondents say it has grown “slightly” or “significantly” during the past
two years — by 41 percent and 26 percent, respectively. The result may

suggest that internal auditor influence in the area of fraud prevention
strategy continues to increase for many organizations.
Looking at the result by business size shows nearly 28 percent of
respondents from large businesses saying their influence has
grown “significantly” — only slightly higher than those in small and
medium business. And while the trend here shows internal auditors have
an important part to play in risk management and their influence is
increasing in the area of fraud prevention strategy, the disconcerting
reality remains that many companies — more than a third — continue to
operate without a fraud prevention and response plan.

Q: How has internal audit’s involvement with setting fraud prevention strategy changed in your organization over
the past two years?

41.2%

It has grown slightly

26.3%

It has grown significantly

24.5%

It has stayed the same

6.6%

It has declined slightly

1.2%

It has declined significantly
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The Internal Auditor and Fraud
Prevention
(Continued)

Internal Auditors’ Role in Fraud Investigations
Internal auditors are typically a part of fraud investigations, with
more than 90 percent of respondents saying they are either
“occasionally” (51 percent) or “always” (40 percent) involved —
a result that aligns with an earlier question regarding fraud risk
management, where more than 96 percent or respondents say
they had some level of involvement.
Auditors are typically tasked to support senior management in
investigating fraud, as well as examining and evaluating controls
to identify and mitigate fraud risks. An article published in
CPA Now observed that there is “consistent pressure on
auditors to bear increased responsibility for detecting fraud
— particularly in response to high-profile accounting scandals.
The auditing standards’ well-known statement — that the
primary responsibility for the prevention and detection of fraud
resides with an entity’s management and those charged with
its governance — does not exempt auditors from significant
obligations relating to fraud.”

Q: How often are your internal auditors involved
in fraud investigations?

50.6%

Occasionally

39.9%

Always

Never

Not sure

6.9%
2.4%
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Harnessing Technology
Mitigating Fraud Risk With Analytics

That overall 40 percent of internal auditors say they either don’t
currently use or are unaware of whether their organizations use
analytics software to help mitigate fraud risk seems concerning.
It’s an alarming result in an age when online business and
commerce has never been greater and may suggest that there
is significant risk for organizations not using software to thwart
online threats. It may also call into question an earlier response
where most respondents say they are prepared for instances of
fraud. Are they really?
A 2018 survey by CaseWare perhaps suggested a foreshadowing
of future investment. In that research report, the question
was posed to internal auditors: How important do you think
data analytics will be to audit programs? The vast majority of
respondents said that data analytics was important to some
degree, with 57 percent describing it as “very important” and an
additional 33 percent calling it “important.”
That 40 percent of organizations are not using analytics software
may be linked to the fact that many businesses remain tied to
manual business processes and still haven’t transitioned to digital.

Q: Are you using analytics software to help mitigate
the risk of fraud?

60.3%

Yes, it is a key part of our strategy

31.7%

No, but we plan on using it in the future

5.8%

No, and we have no plans to use it

2.0%

Not sure
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Harnessing Technology

(Continued)

Types of Analytics in Use

Advanced technologies such as artificial intelligence
(AI) and machine learning (ML) are staples for
businesses worldwide as they look to dig deeper
into data to reveal insights that would help
them be more efficient and productive and learn
more about customers. Advanced analytics are
likewise increasing in use and rising in importance
throughout finance and for internal auditors.
Survey results show approximately 53
percent of respondents say they use AI or ML,
while more than 17 percent use robotic process
automation (RPA). However, nearly a quarter of
respondents (23 percent) continue to rely on
basic or ad hoc analytics, while five percent say
they do not use analytics.

Q: What form of analytics are you using?

52.7%

Advanced analytics

23.8%

Basic/Ad Hoc
Robotic Process
Automation

17.1%
4.0%

None

2.1%

Not sure

0

AI helps auditors make better use of their skills, knowledge and
professional judgment through the technology’s ability to deliver
greater insights and improve efficiency and quality. It would
appear that the internal audit community recognizes this and has
come a long way in terms of seeing the value in and adopting
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advanced technology for analytics. Survey results from the
CaseWare 2020 report, Towards a Data-Driven Future,
showed 59 percent of respondents said adoption of advanced
analytics technologies such as AI and ML was a “low priority,”
and only 13 percent considered it a “high priority.”
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Harnessing Technology

(Continued)

Who’s Using Analytics Software

As was illustrated in previous questions, those respondents who
say they use analytics software to combat fraud are more likely
to have greater involvement in both the management of fraud
risk and in fraud investigations.

Of the 60 percent of internal auditors who say their
organizations use analytics software to mitigate fraud risk,
39 percent of that group say internal auditors use it to help
combat fraud. They also report that analytics software is
most often used by fraud investigators (51 percent), while 43
percent say compliance and risk management professionals are
also users.

Q: Who within your organization uses analytics software to help combat fraud?

51.3%

43.0%

39.5%

17.3%

3.0%

Fraud investigators

Compliance/Risk
Management professionals

Internal auditors

Data analysts

Other
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Harnessing Technology

(Continued)

Software Lends a Helping Hand
Approximately 85 percent of those who say they use analytics
software to combat fraud describe it as either “extremely
helpful” (39 percent) or “somewhat helpful” (47 percent).
Comments made by respondents included the following:
“With the data analysis tool, fraud detection has been
increased and we use fewer physical resources.”

“The role of software is very big and greatly improves
work efficiency.”
Others commented that software analysis is more
“deterministic,” and that it allows them to use data in order to
identify problems more clearly. Many say it has helped them to
be more effective in combating fraud.

Q: How helpful has software been in combating fraud?
We do not use it

4.3%

46.2%

38.7%

8.0%

Somewhat helpful

Extremely helpful

Not helpful

2.6%

Not sure
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Harnessing Technology
(Continued)

Fighting Fraud in the Cloud
Approximately 82 percent of respondents overall say they are using or plan to use cloud-based
solutions and technology to help fight fraud, with 43 percent saying they are “familiar and
considering using it” to manage fraud threats, while 39 percent say they are “very familiar” with
cloud-based fraud technology and are currently using it.” More than 12 percent say they are
“somewhat familiar” with cloud-based technology to fight fraud and only six percent say they are
“not familiar” with it.
Cloud-based software, particularly for fraud management, offers many advantages, including
integration under a single environment, ease and simplification of management, and always having
the latest and greatest solution version available.

Q: How familiar are you with cloud technology for helping to manage the
threat of fraud?

5.7%

Somewhat familiar

Not familiar

12.1%

43.0%
Very familiar - We
are currently using
it to help fight fraud

Familiar - we are
considering using it
to help fight fraud

39.1%
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Key Takeaways
CaseWare’s 2022 State of Internal Audit Survey
reveals changes are happening across most
organizations and are being accelerated by
the pandemic and a need to change business
processes and ways of working. Internal auditors
are tasked to meet the challenges of increasing
fraud risk and are pressured to do more.
The following are action items that internal
auditors should consider as they move into 2022
and beyond, based on CaseWare’s survey results
and observations.

The pandemic has spurred most
organizations to increase their investment
in technology, which may logically have a
relationship to increased fraud risks that
most cite as a result of the pandemic.
Technology (and software in particular)
seems to be an important fraud weapon
and is something that perhaps should
be prioritized as an investment area.
Nearly all internal auditors say the use of
analytics software to combat fraud is either

extremely or somewhat helpful, which
would seem to validate its worth.
Many organizations surveyed by CaseWare
still seem unprepared to manage the fraud
risk for their organization. There’s urgency
for many to develop a suitable fraud
prevention and response plan. For those
who say they are currently developing one,
they need to move quickly to finalize and
execute these plans before falling victim.
As was also noted by many, remote work
makes it difficult to prevent fraud, incidents
are increasing, and risks are higher.
Auditors would appear to have a big part
to play in fraud risk management and most
are involved in the task. The question then
becomes, How involved should they be?
Perhaps it should be “very,” but if that’s true,
the bar needs to be raised, as only 50 percent
of internal auditors say that is the case.

While “trust and credibility” is not identified
as a major issue for most, “proving and
articulating value” is. It would appear they
need help and may not have the right tools
and other resources available. Many continue
to rely on manual processes, which may be
inhibiting the value they are able to deliver.
It’s a question worth considering, especially if
“proving and articulating value” is a trend that
continues to increase.
“Moving from manual process” and
“adopting new audit technology” were
identified as most often cited challenges for
auditors during the past two years, and the
two may be related to one another. The result
may point to a need for digital transformation
and greater utilization of technology solutions
in helping internal auditors do their jobs.
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Empowering
Internal
Auditors
CaseWare is setting the standard for data analysis tools that help
auditors, accountants and finance professionals achieve their
best possible results. Our IDEA platform allows users to analyze
100 percent of their data, guaranteeing data integrity and
providing easy analysis. Discover how we can help your internal
auditors deliver new levels of value to your organization.

CONTACT US TODAY

