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Value of Data Analytics
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value-based function
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Beyond the Technology:
Exploring Skills and Capabilities Critical to Success with
Data Analytics
Auditors have been using data analytics for decades, yet many still struggle
to maximize the value it offers. Some auditors find significant value in data
analytics while others fail to use it consistently and obtain valuable results.
What drives variation in these results?
As is often the case, data analytics technology yields true value at the
intersection of the people, process, technology, and data supporting it, a
notion KPMG reiterates in Data Analytics in Internal Audit.

We see how
top-performing
internal audit
functions use
data analytics
successfully and
what makes these
teams stand out
from the pack.

Achieving success with data
analytics for internal audit
depends on the right data
analytics solution, of course.
But while technology is a big
part of the equation, delivering
results with analytics requires
a multidimensional approach
that touches all areas of
business, including and
especially non-technical areas.
At CaseWare IDEA, we
have watched hundreds of
organizations demonstrate proven success and deliver value over three
decades, since we developed the very first internal audit data analytics
tools. Notably, we have seen how top-performing internal audit functions
use data analytics successfully and what makes these teams stand out from
the pack.
In this guide, we share the five keys to achieve success with data analytics for
internal audit, based on our observations over the years. We have geared our
advice towards Chief Audit Executives (CAE) and other internal audit leaders.

1. Demonstrate Visionary Leadership
As a term, “visionary” is used loosely today, but what does it actually mean? Definitions vary,
but in the simplest of terms it means having a clear, articulate vision of what success looks
like in the future and how to get there—it’s the difference between maintaining the status
quo and achieving continuous improvement. Visionary leaders visualize outcomes, focus
obsessively, and inspire teams to reach big goals.
Audit executives face the ongoing challenge of demonstrating and delivering value to
stakeholders, and the best way to achieve and illustrate value is through data analytics.
Developing a team that can deliver value with data analytics requires visionary leadership,
and that begins with defining a value-based vision.
As we have continually seen, audit functions that consistently deliver exceptional value
always have visionary leaders. Have you defined your vision in a clear, communicable way?
How does it stand out? Have you illustrated your vision and supporting road map to your
team and other stakeholders? This is all part of visionary leadership.

Sell Your Vision
With a visionary leader in place, the hardest task follows: captivating the team with a bold
vision for the department. Painting a vision for success and laying out the often-complicated
road map to getting there, while convincing your team anything is possible (and all on a limited
budget, no less) can be challenging. Audit departments traditionally seen as reactive must
convince stakeholders they will deliver strategic value in the long term. That’s a job not just
anyone is up to, or even desires.

Competitive Advantage: See how public accounting firm Withum uses data analytics to differentiate
themselves from the competition.

Here’s where a truly visionary and effective leader can step in. Most forwardthinking companies want internal audit to function as more than just a
reactive unit; they want a department that brings insight and collaborates
with the business on risk management and other critical functions, thereby
ensuring a place at the senior management table.

Visionary leaders
visualize outcomes,
focus obsessively,
and inspire teams to
reach big goals.

Innovation and Technology
A vision that lacks innovation, critical thinking and the use of data analytics
technology is unlikely to captivate the brilliant minds of your organization—
or generate results. However, it is not enough to just document your vision.
Actionable steps must be taken to turn it into a reality. Start by creating a
visual representation of your vision with a supporting vision statement.
Regardless of the technology used to create value—such as data analysis,
continuous monitoring or electronic working papers—an effective internal
audit leader must communicate results in a manner the business will
understand or risk losing credibility.
The role of audit executives is to be advocates for their vision and to convince
key team members to share in the same vision. The best performing audit
organizations have leaders that are very clear on the role data analytics will
play in their success.

TAKEAWAY: Visionary leaders play a significant role in the
success of their team. How does technology factor into your
vision? Create a clearly defined vision, build a roadmap to
success, and share it all in a visual, comprehensible way.

2. Manage Stakeholder Expectations
A hockey team may consider making the playoffs a great feat while another team sees itself
as unsuccessful unless they win the title. As a CAE, can you definitively state the expectations
of your stakeholders? If not, how will you determine success? Results, in all things, must be
aligned with expectations.
Traditionally, internal audit departments have been very reactive, partly by the very nature
of the function. But this approach is no longer meeting the expectations of stakeholders in
today’s organizations, especially at a time when internal audit is under the microscope for the
business value it brings.
Boards and executive management have been consistently challenging internal audit to
provide meaningful value and justify their role as assurance providers. They increasingly want
to broaden the role of the profession to incorporate risk management, business strategy and
governance. As a CAE, your role is to carefully manage these expectations to align with your
capacity to deliver.

Creating Alignment
How do you gain alignment? This involves educating stakeholders and ensuring that your
vision and timelines align with theirs. Misalignment can occur for many reasons, such as when
businesses have a very different risk appetite from audit or a lack of understanding of internal
audit’s role. Should audit be involved in solving critical problems in the business? Should they
be generating key insights in risk and controls? Should they be acting as a trusted advisor for
the Chief Executive? These are the easy questions.
The tougher questions requiring more consideration are:
• Should internal audit be focusing on critical business risks?
• Should they be bringing foresight to identify emerging risks?

• Are they equipped with the right resources to meet management and board
expectations?

Start with
small changes
with a
high probability
of success with
a subset of
stakeholders.

By bringing these questions to the table and developing consensus, internal audit
is better able to articulate a long-term vision for increasing value and relevance.
Educating senior management and board members and engaging them with your
vision is critical to achieving alignment. As an internal audit leader, you have to
engage them, continuously measure their expectations, and adjust your execution
to satisfy stakeholders. More than simply meeting expectations, it’s critical to ensure
stakeholders have expectations that appropriately value the role of internal audit and
its focus on business-critical issues.
How to achieve this task? Confucius said he who moves mountains begins by carrying
small stones. This is also true in our experience with audit executives, most of whom
agree the hardest part of making changes in an organization is getting the initial
wins. Small incremental wins at the outset are often more difficult than achieving
monumental changes once an organization gains confidence in the transformation
at hand. Start with small changes with a high probability of success with a subset of
stakeholders, then roll out the changes to larger groups and repeat the process.

From Invoice Testing to Audit Transformation
Here’s how one CaseWare IDEA client did it:
• Easy Wins: This CaseWare IDEA user started by performing simple duplicate
invoice testing, demonstrating great success as they identified significant issues.
• Piggybacking on Success: Their initial small-yet-obvious wins convinced the
accounts payable department to use audit analytics on an ongoing basis as an
early warning system—a second win.
• Big Wins: After several small wins over time they have recently implemented
continuous monitoring to examine most AP risks and controls.
This ‘big win’ followed because the organization now focuses on ensuring a
sustainable internal control environment after realizing the success from a simple
process change that occurred a year before.

TAKEAWAY: Focusing on small wins and aligning stakeholder
expectations and goals will increase the credibility of the internal
audit vision and make it easier for them to participate in more
strategic risk management in the company.

3. Integrate Risk
Traditionally, internal audit has approached audits from a reactive perspective and organized
resources based on what has happened rather than what is happening or will happen. However,
over time, this approach has had to evolve. In Deloitte’s recent report, Internal Audit Insights:
High Impact Areas of Focus — 2020, authors note that “internal audit is well-positioned to
lead the coordination of the end-to-end risk management process across all three lines of
business.”
Reactive approaches in internal audit are viewed as high risk and unlikely to be aligned with
the company’s end-to-end risk management strategy. Consequently, internal auditors have
switched gears to be more proactive in getting ahead of risks through early identification and
risk management planning.
As our approaches to audits evolves, what is expected from internal audit from senior
management is also expanding in scope. Mature internal audit functions are now expected
to allocate time to areas such as business strategy, risk management effectiveness, and
governance providing the opportunity to act as key players in management decision making.

Creating a Risk-Based Methodology
Moving to a more risk-centric internal audit approach can start with the creation of a riskbased methodology with the following considerations in mind:
• Define Organizational Risk Maturity: Determine the maturity level of the risk function
within the organization. Is there a risk register? Has the organization defined its risk
appetite? Has there been consensus on the assessment, management and monitoring of
risks? This will shape how you go about implementing a risk-based approach.
• Incorporate Risk Into Audit Planning: Many do audit planning annually and review
quarterly. Ensure that you are aware of the areas where the board requires objective
assurances—assurances regarding the risk management process, the recording and
reporting of risks, and the assessment and monitoring processes.
• Prioritize Audit Assignments by Risk: During planning and execution, the internal
audit team’s activities should be focused based on the level of risk. The audit report and
assurances should be directly correlated to the risks, something we’ll explore in more depth
in the next section.

TAKEAWAY: By embedding risk considerations into internal
audit planning, audit leaders earn a seat at the table because in
doing so they actively participate and add value in a manner that
the business can understand and appreciate.

4. Optimizing Processes
In some ways, auditors can be thought of as risk and internal control scientists
investigating the deepest root causes of control breakdowns to provide insights and
recommendations to management. So what enables an audit department to deliver
consistently high quality work when others struggle?

The importance
of leveraging data
analytics, making
it standardized
and repeatable,
and aligning
remediation to
optimize business
processes can’t be
overstated.

To scale an internal audit department to cover the businesses key risks, internal
audit leaders must be able to get their teams to produce high-quality, value-defined
work. This is achieved by embedding excellence in the department’s practices
and procedures. While there are many factors involved in achieving this level
excellence, we can’t overstate the importance of leveraging data analytics, making
it standardized and repeatable, and aligning remediation to optimize business
processes.
As businesses grow, so does the complexity of the processes along with expected
audit coverage and stakeholder expectations. The good news is, today’s business
processes have grown with technology, and with technology comes data to be
analyzed and insights to be gained. There are tremendous efficiencies to be gained
from the use of this data and to that end, here are some steps you can take to
incorporate data driving best practices in your audit process.

Collaboration and Automation
Ensuring analytics can be reused and reducing redundant/duplicate effort
represents major cost-savings and efficiency improvement for any audit
department. If 20 auditors are accessing, downloading and preparing the same
data files for analysis, imagine the efficiency that can be gained by streamlining this
process. Start by determining what data to request and which analytics to perform.
Allowing auditors to share and reuse each other’s work will create an environment
where the process continuously improves, along with the results. Collaboration on
data analytics may include data acquisition, analytics (logic, visualizations, etc.) and

interpretation of the results. Going beyond this and automating the analytics based on the
work done can further reduce the audit effort and time significantly.

Continuous Auditing
We have covered the importance of both collaboration and repeatable analytics, but what
about going beyond that to make them continuous? Simply re-running analytics before the
audit has value, but analyzing the controls more frequently will provide far more insights.
This will help you to answer some critical questions:
• What controls are improving?
• What controls are becoming less effective?
• What should be the scope of testing for the next audit?
Further, these insights can be shared with the business throughout the year in an effort to
improve the internal control environment.

Optimizing Processes
A large part of the value of an audit can be found through the optimization of the internal
controls environment. Streamlining how control deficiencies are to be measured and
remediated is a major process improvement. If every time there is a problem with the
internal control environment the business and audit response varies then you are missing
opportunities. Measurement is critical here since knowing the impact of a control breakdown
and more the root cause allows the organization to detect trends and identify bigger
business problems.
The best way to achieve this standard is by engaging the business with the results of the
analytics on an ongoing basis. This could be simply sharing results with the business units or
through an enterprise-wide continuous monitoring solution.

TAKEAWAY: It’s important to remember that every role evolves
to adapt to its environment. With tremendous room to grow
within the organization for internal audit, ensuring efficient
processes will only further your value, closing the gap between
assurance provider and trusted advisor.

5. Aligning People & Technology
A number of capabilities must coalesce to achieve success with internal audit data analytics,
but arguably people are the most important element. The human attitudes, motivations,
capacity for learning, and ability to understand processes contained in your individual
auditors can trump all other considerations. When you invest in the right technology for
your audit department, it is your people that will yield value from it.
To set your people up for success with data analytics technology, keep the following
considerations in mind.

Critical Thinking
A thorough understanding of data analytics is essential, that critical thinking along with
in-depth knowledge of business processes are the most important skills. Critical thinking
describes how we use our intellect to arrive at an objective and rational viewpoint. Today’s
auditors need the ability to analyze data they receive and mentally process it without bias,
which leads to more rational and meaningful results. Individuals that ask the right questions
of data analytics, coupled with the skills to answer that question, have the capacity to be
exceptional auditors.

Commitment
Creating an impressive team requires an organizational investment of both time and
money. It is vital to invest in training and education for your team to help them develop an
understanding of the businesses they audit. Further, CAEs and audit leaders must invest
their own time and lead by example.

Resources
Training is an essential component of data analytics, but training success is best achieved

with the right supporting resources and materials
available to staff. There are a number of simple, costeffective resources audit leaders can provide to help their
team improve skills. For example:
• Webinars
• Online training courses
• Internal training courses (delivered by experts on your
team)
• Magazine articles and whitepapers
• Blogs and learning resources
Ultimately, it will be up to CAEs as visionary leaders to
align their department with the business objectives, build
a foundation of best practices, assemble the right team
and hone the power of analytics.

Transferable Expertise
Many audit organizations have also witnessed a decline
in their performance after losing key employees that
became data analytics experts through the course of their
work. When you have team members that are able to
maximize value out of data analytics software, don’t lose
that capability should you lose that team member. Ensure
their skills are shareable and transferable.

Results-Focused Analytics
How do you gain tangible value from using data analytics
in the audit process? In data analytics, there will be times
when very little work will result in significant findings and
other times when auditors spend an alarming amount of
time and budget and have little to report. It is important
to recognize that the quantity of findings is not a measure
of how well an audit is executed, so try to avoid ‘chasing’
findings.

Chase Insights, Not Findings
Data analytics must support, not counter, the audit
purpose. With or without data analytics, the audit goal is
to provide assurances to the business about the internal
control environment and the financial reporting system.

With data analytics, auditors have the opportunity to examine 100% of available data quickly and
effectively. As a bonus, it can also provide insights into the root cause of internal control failures.
A significant challenge can be getting results with less experienced team members who are “hooked on
findings”. If every anomaly in the data is treated as a huge finding, you’ll find the fruits of data alaytics
elusive. Figure out what kinds of findings have the highest leverage and start with these.

Disciplined Discovery
Taking time to discover and understand data takes discipline. Auditors must be able to perform
discovery and note what they are finding while avoiding chasing findings—at least not until they
understand all the key data elements in the context of a particular organization.
It is advisable to create a simple but effective process where the team or individual goes through and
understands key fields. Simulate calculations and validate relationships and correlations, noting initial
anomalies before testing internal controls.

Focused Results
By executing data analytics in a disciplined way, your findings will help determine where to focus for
results. If the discovery identifies a potential regulatory non-compliance that attracts a $1 million fine
per breach and another discovery identifies a potential loss of $100,000, where would you focus your
efforts?

TAKEAWAY: A sustained commitment to finding and developing
the right people as well as ensuring technological capabilities are
in place is critical to ensuring success with internal audit data
analytics.

Conclusion
In addition to the right technology, the effective use of data analytics for internal audit depends on
visionary leadership, managed stakeholder expectations, integrated risk considerations, optimized
processes, and people who have the skills to get value out of data analytics.
Are you beginning or building on your data analytics journey? Our team of experts can help you get
started, and our library of case studies and success stories show how teams have achieved success with
IDEA solutions. Click below to learn more or get in touch with us today.
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